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Introduction


What is Chewie?

Chewie is an EAPOL/802.1x implementation in Python.
It is designed to work on it’s own but primarily as a module for The Faucet Project [https://github.com/faucetsdn/faucet]
which is an open-source SDN controller implementation in Python.


Supported Features:


	PEAP


	MD5-SUM


	TLS


	TTLS







Configuration

Setting up credentials with Chewie can be set on the Radius server, if
using the default configuration this can be found in the
etc/freeradius/users file.

The default credentials for the username and password are user and
microphone respectively. Example authentication certificates for TLS
/ TTLS / PEAP have been provided in the etc folder.

NOTE: These are self-signed certificates



Getting Started:

Getting started with Chewie is as easy as starting a docker-compose
network. This has been described below. If you would like to learn about
the requirements for running Chewie, all of the dependencies for Chewie
have been defined in the Dockerfile.chewie file, with the pip
dependencies defined in the requirements.txt and
test-requirements.txt files respectively.


Docker / Docker-Compose:


Setup

If needed, installation instructions for Docker [https://store.docker.com/] and Docker-Compose [https://docs.docker.com/compose/]
can be found on the official Docker website or by following the links
provided.



Starting a Docker-Compose


To run Chewie in the Docker-Compose Environment:

docker-compose up --build



To Stop and Clean Up the Docker Environment

docker-compose down








            

          

      

      

    

  

    
      
          
            
  
Development


Building the Docker Image

For a developer to build and run the Chewie inside a Docker it is easy
to pass through the live source-code to the Docker container, allowing
for the developer to restart Chewie and code changes to be active on
application restart.

To get started working with Chewie, the main image needs to be built
before a developer can run it.

docker build -t chewie_image -f docker/Dockerfile.chewie .

To start the docker image inside a container, mounting the Chewie
source code to /chewie/ the instruction below is provided:

docker run -it -v $(pwd)/:/chewie/:ro chewie_image /bin/bash

To run Chewie once in the Docker environment: python3 /chewie/run.py




Testing


Running unit-tests in Docker

To build and run the Chewie test-suite inside a Docker:

docker build -t chewie_test_image -f docker/Dockerfile.test .
docker run -t chewie_test_image

Questions / Bugs

If there are any questions or bugs found please report them to the Chewie project via the issue link.
This can be found at https://github.com/faucetsdn/chewie/issues





            

          

      

      

    

  

    
      
          
            
  
Architecture

Chewie contains two state machines that host the state of users as they perform authentication.


EAPOL State Machine

[image: _images/eap_state_machine.png]


Mac Authentication Bypass Machine

[image: _images/mab_state_machine.png]
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      	FramedMTU (class in chewie.radius_attributes)


      	from_string() (chewie.mac_address.MacAddress class method)


      	full_length() (chewie.radius_attributes.Attribute method)

      
        	(chewie.radius_datatypes.Concat method)


        	(chewie.radius_datatypes.DataType method)


      


      	FullEAPStateMachine (class in chewie.state_machines.eap_state_machine)


      	func (chewie.timer_scheduler.TimerJob attribute)
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      	generate_request_authenticator() (chewie.radius_lifecycle.RadiusLifecycle method)


      	get_decision() (chewie.state_machines.eap_state_machine.Policy static method)


      	get_id() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	get_interface_index() (chewie.nfv_sockets.PromiscuousSocket method)


      	get_key() (chewie.state_machines.eap_state_machine.MPassthrough method)


      	get_logger() (in module chewie.utils)


  

  	
      	get_next_method() (chewie.state_machines.eap_state_machine.Policy static method)


      	get_next_radius_packet_id() (chewie.radius_lifecycle.RadiusLifecycle method)


      	get_random_id() (in module chewie.chewie)

      
        	(in module chewie.utils)


      


      	get_state_machine() (chewie.chewie.Chewie method)


      	get_state_machine_from_radius_packet_id() (chewie.chewie.Chewie method)


      	get_timeout() (chewie.state_machines.eap_state_machine.MPassthrough method)
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      	handle_event_received() (chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine method)


      	handle_failure() (chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine method)


      	handle_logoff() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	handle_message_received() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


  

  	
      	handle_success() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)

      
        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine method)


      


      	HEADER_SIZE (chewie.radius_attributes.Attribute attribute)


      	hwaddr_to_string() (in module chewie.auth_8021x)
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      	IDENTITY (chewie.eap.Eap attribute)

      
        	(chewie.state_machines.eap_state_machine.MethodState attribute)


      


      	IdentityMessage (class in chewie.message_parser)


      	IDLE (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	IDLE2 (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	idle2_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	idle_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	ignore (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	indexof() (chewie.radius.RadiusAttributesList method)


      	init() (chewie.state_machines.eap_state_machine.MPassthrough method)


      	INITIAL_STATE (chewie.state_machines.abstract_state_machine.AbstractStateMachine attribute)

      
        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      


      	INITIALIZE (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	initialize_passthrough_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	INITIALIZE_PASSTRHOUGH (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	initialize_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	Integer (class in chewie.radius_datatypes)


      	INTEGRITY_CHECK (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	integrity_check_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	InvalidMessageAuthenticatorError


      	InvalidResponseAuthenticatorError


      	IP_ETHERTYPE (chewie.nfv_sockets.MabSocket attribute)


      	is_aaa_eap_no_req() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_aaa_eap_req() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_aaa_fail() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


  

  	
      	is_aaa_success() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_aaa_timeout() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_cancelled (chewie.timer_scheduler.TimerJob attribute)


      	is_current_id_none() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_decision_failure() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_decision_passthrough() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_decision_success() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_done() (chewie.state_machines.eap_state_machine.MPassthrough method)


      	is_eap_resp() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_eap_restart() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_enter_discard2() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_enter_integrity_check() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_enter_nak() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_ignore() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_in_progress() (chewie.state_machines.abstract_state_machine.AbstractStateMachine method)

      
        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      


      	is_logoff() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_method_state_equal_end() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_port_enabled() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_resp_id_equal_current_id() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_retrans_count_greater_max_retrans() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_retrans_while_equal_0() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_rx_resp() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	is_success() (chewie.state_machines.abstract_state_machine.AbstractStateMachine method)

      
        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      


      	is_valid_length() (chewie.radius_datatypes.DataType class method)
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      	last_req_data (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	LEGACY_NAK (chewie.eap.Eap attribute)


      	LegacyNakMessage (class in chewie.message_parser)


      	log_method() (in module chewie.utils)


      	LOGOFF (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


  

  	
      	logoff (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	LOGOFF2 (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	logoff2_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	logoff_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	lower_layer_reset() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)
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      	mab_disabled_state() (chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine method)


      	mab_restart (chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      	MabSocket (class in chewie.nfv_sockets)


      	MacAddress (class in chewie.mac_address)


      	MacAuthenticationBypassStateMachine (class in chewie.state_machines.mab_state_machine)


      	machine (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	MAX_DATA_LENGTH (chewie.radius_datatypes.DataType attribute)

      
        	(chewie.radius_datatypes.Enum attribute)


        	(chewie.radius_datatypes.Integer attribute)


      


      	MAX_RETRANS (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	MD5_CHALLENGE (chewie.eap.Eap attribute)


      	Md5ChallengeMessage (class in chewie.message_parser)


      	merge_concat_attributes() (chewie.radius.RadiusAttributesList class method)


      	message_event_received() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	message_id (chewie.message_parser.EapMessage attribute)


      	MESSAGE_RECEIVED (chewie.event.Event attribute)


      	MessageAuthenticator (class in chewie.radius_attributes)


      	MessagePacker (class in chewie.message_parser)


      	MessageParseError


      	MessageParser (class in chewie.message_parser)


      	METHOD_REQUEST (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	method_request_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	METHOD_RESPONSE (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	method_response_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	method_state (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	method_timeout (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


  

  	
      	MethodState (class in chewie.state_machines.eap_state_machine)


      	MIN_DATA_LENGTH (chewie.radius_datatypes.DataType attribute)

      
        	(chewie.radius_datatypes.Enum attribute)


        	(chewie.radius_datatypes.Integer attribute)


        	(chewie.radius_datatypes.Vsa attribute)
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      	MPassthrough (class in chewie.state_machines.eap_state_machine)
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      	NAK (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)

      
        	(chewie.state_machines.eap_state_machine.MethodState attribute)


      


      	nak_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	NASFilterRule (class in chewie.radius_attributes)


      	NASIdentifier (class in chewie.radius_attributes)


  

  	
      	NASIPAddress (class in chewie.radius_attributes)


      	NASPort (class in chewie.radius_attributes)


      	NASPortType (class in chewie.radius_attributes)


      	next_id() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	NO_STATE (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	NOTIFICATION (chewie.state_machines.eap_state_machine.MethodState attribute)
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      	one_x_parse() (chewie.message_parser.MessageParser static method)


  

  	
      	open() (chewie.nfv_sockets.PromiscuousSocket method)


      	override_current_id (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)
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      	pack() (chewie.auth_8021x.Auth8021x method)

      
        	(chewie.eap.Eap method)


        	(chewie.eap.EapFailure method)


        	(chewie.eap.EapIdentity method)


        	(chewie.eap.EapLegacyNak method)


        	(chewie.eap.EapMd5Challenge method)


        	(chewie.eap.EapSuccess method)


        	(chewie.eap.EapTLSBase method)


        	(chewie.ethernet_packet.EthernetPacket method)


        	(chewie.message_parser.MessagePacker static method)


        	(chewie.radius.Radius method)


        	(chewie.radius.RadiusAttributesList method)


        	(chewie.radius.RadiusPacket method)


        	(chewie.radius_attributes.Attribute method)


        	(chewie.radius_attributes.EAPMessage method)


        	(chewie.radius_datatypes.Concat method)


        	(chewie.radius_datatypes.DataType method)


        	(chewie.radius_datatypes.Enum method)


        	(chewie.radius_datatypes.Integer method)


        	(chewie.radius_datatypes.String method)


        	(chewie.radius_datatypes.Text method)


        	(chewie.radius_datatypes.Vsa method)


      


      	packed (chewie.radius.RadiusPacket attribute)


      	PACKET_ADD_MEMBERSHIP (chewie.nfv_sockets.PromiscuousSocket attribute)


      	packet_id (chewie.eap.Eap attribute)


      	PACKET_MR_PROMISC (chewie.nfv_sockets.PromiscuousSocket attribute)


      	PACKET_TYPE (chewie.eap.Eap attribute)

      
        	(chewie.eap.EapIdentity attribute)


        	(chewie.eap.EapLegacyNak attribute)


        	(chewie.eap.EapMd5Challenge attribute)


        	(chewie.eap.EapPEAP attribute)


        	(chewie.eap.EapTLS attribute)


        	(chewie.eap.EapTTLS attribute)


      


      	PAE_GROUP_ADDRESS (chewie.chewie.Chewie attribute)


      	parse() (chewie.auth_8021x.Auth8021x class method)

      
        	(chewie.eap.Eap static method)


        	(chewie.eap.EapFailure class method)


        	(chewie.eap.EapIdentity class method)


        	(chewie.eap.EapLegacyNak class method)


        	(chewie.eap.EapMd5Challenge class method)


        	(chewie.eap.EapSuccess class method)


        	(chewie.eap.EapTLSBase class method)


        	(chewie.ethernet_packet.EthernetPacket class method)


        	(chewie.radius.Radius static method)


        	(chewie.radius.RadiusAttributesList class method)


        	(chewie.radius.RadiusPacket class method)


        	(chewie.radius_attributes.Attribute class method)


        	(chewie.radius_datatypes.Concat class method)


        	(chewie.radius_datatypes.DataType method)


        	(chewie.radius_datatypes.Enum class method)


        	(chewie.radius_datatypes.Integer class method)


        	(chewie.radius_datatypes.String class method)


        	(chewie.radius_datatypes.Text class method)


        	(chewie.radius_datatypes.Vsa class method)


      


  

  	
      	parse_eap_resp() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	PASSTHROUGH (chewie.state_machines.eap_state_machine.Decision attribute)


      	PEAP (chewie.eap.Eap attribute)


      	PeapMessage (class in chewie.message_parser)


      	Policy (class in chewie.state_machines.eap_state_machine)


      	PORT_DISABLED (chewie.event.Event attribute)


      	port_down() (chewie.chewie.Chewie method)


      	PORT_ENABLED (chewie.event.Event attribute)


      	port_enabled (chewie.state_machines.abstract_state_machine.AbstractStateMachine attribute)

      
        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      


      	port_id_mac (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)

      
        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      


      	port_id_to_int() (in module chewie.radius_lifecycle)


      	port_status_event_received() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	port_up() (chewie.chewie.Chewie method)


      	prepare_extra_radius_attributes() (chewie.radius_lifecycle.RadiusLifecycle method)


      	process() (chewie.state_machines.eap_state_machine.MPassthrough method)


      	process_ethernet_frame() (chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine method)


      	process_outbound() (chewie.radius_lifecycle.RadiusLifecycle method)


      	process_outbound_mab_request() (chewie.radius_lifecycle.RadiusLifecycle method)


      	process_radius_message() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)

      
        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine method)


      


      	PROGRESS_STATES (chewie.state_machines.abstract_state_machine.AbstractStateMachine attribute)

      
        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      


      	PromiscuousSocket (class in chewie.nfv_sockets)


      	PROPOSE_METHOD (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	propose_method_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	PROPOSED (chewie.state_machines.eap_state_machine.MethodState attribute)
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      	Radius (class in chewie.radius)


      	radius_mab_pack() (chewie.message_parser.MessagePacker static method)


      	radius_pack() (chewie.message_parser.MessagePacker static method)


      	radius_parse() (chewie.message_parser.MessageParser static method)


      	RADIUS_RETRANSMIT_TIMEOUT (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	radius_state_attribute (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)

      
        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      


      	radius_tunnel_private_group_id (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	RADIUS_UDP_PORT (chewie.chewie.Chewie attribute)


      	RadiusAccessAccept (class in chewie.radius)


      	RadiusAccessChallenge (class in chewie.radius)


      	RadiusAccessReject (class in chewie.radius)


      	RadiusAccessRequest (class in chewie.radius)


      	RadiusAttributesList (class in chewie.radius)


      	RadiusLifecycle (class in chewie.radius_lifecycle)


      	RadiusPacket (class in chewie.radius)


      	RadiusQueueMessage (class in chewie.utils)


      	RadiusSocket (class in chewie.radius_socket)


      	reauth_port() (chewie.chewie.Chewie method)


      	receive() (chewie.nfv_sockets.EapSocket method)

      
        	(chewie.nfv_sockets.MabSocket method)


        	(chewie.nfv_sockets.PromiscuousSocket method)


        	(chewie.radius_socket.RadiusSocket method)


      


      	receive_eap_messages() (chewie.chewie.Chewie method)


      	receive_mab_messages() (chewie.chewie.Chewie method)


  

  	
      	receive_radius_messages() (chewie.chewie.Chewie method)


      	RECEIVED (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	RECEIVED2 (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	received2_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	received_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	register_attribute_type() (in module chewie.radius_attributes)


      	register_packet_type_parser() (in module chewie.radius)


      	register_parser() (in module chewie.eap)


      	ReplyMessage (class in chewie.radius_attributes)


      	REQUEST (chewie.eap.Eap attribute)


      	reset() (chewie.state_machines.eap_state_machine.MPassthrough method)


      	reset_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	reset_variables() (chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine method)


      	resp_id (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	resp_method (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	RESPONSE (chewie.eap.Eap attribute)


      	retrans_count (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	retrans_while (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	RETRANSMIT (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	RETRANSMIT2 (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	retransmit2_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	retransmit_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	run() (chewie.chewie.Chewie method)

      
        	(chewie.timer_scheduler.TimerScheduler method)


      


      	running() (chewie.chewie.Chewie method)


      	rx_resp (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)
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      	SELECT_ACTION (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	select_action_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	send() (chewie.nfv_sockets.EapSocket method)

      
        	(chewie.nfv_sockets.MabSocket method)


        	(chewie.nfv_sockets.PromiscuousSocket method)


        	(chewie.radius_socket.RadiusSocket method)


      


      	send_aaa_request() (chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine method)


      	send_eap_messages() (chewie.chewie.Chewie method)


      	send_eap_to_state_machine() (chewie.chewie.Chewie method)


      	send_eth_to_state_machine() (chewie.chewie.Chewie method)


      	send_preemptive_identity_request() (chewie.chewie.Chewie method)


      	send_preemptive_identity_request_if_no_active_on_port() (chewie.chewie.Chewie method)


      	send_radius_messages() (chewie.chewie.Chewie method)


      	send_radius_to_state_machine() (chewie.chewie.Chewie method)


      	SEND_REQUEST (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	SEND_REQUEST2 (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	send_request2_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	send_request_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	sent_count (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	ServiceType (class in chewie.radius_attributes)


      	session_timeout (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)

      
        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      


      	session_timeout_event_received() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	session_timeout_job (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	SessionTimeout (class in chewie.radius_attributes)


      	set_interface_promiscuous() (chewie.nfv_sockets.PromiscuousSocket method)


      	set_port_status() (chewie.chewie.Chewie method)


      	set_timer() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	set_vars_from_radius() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	setup() (chewie.nfv_sockets.EapSocket method)

      
        	(chewie.nfv_sockets.MabSocket method)


        	(chewie.nfv_sockets.PromiscuousSocket method)


        	(chewie.radius_socket.RadiusSocket method)


      


  

  	
      	setup_eap_socket() (chewie.chewie.Chewie method)


      	setup_mab_socket() (chewie.chewie.Chewie method)


      	setup_radius_socket() (chewie.chewie.Chewie method)


      	SHUTDOWN (chewie.event.Event attribute)


      	shutdown() (chewie.chewie.Chewie method)


      	SIOCGIFINDEX (chewie.nfv_sockets.PromiscuousSocket attribute)


      	SOL_PACKET (chewie.nfv_sockets.PromiscuousSocket attribute)


      	src_mac (chewie.message_parser.EapMessage attribute)

      
        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


        	(chewie.state_machines.eap_state_machine.MPassthrough attribute)


      


      	start_threads_and_wait() (chewie.chewie.Chewie method)


      	state (chewie.state_machines.abstract_state_machine.AbstractStateMachine attribute)

      
        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      


      	State (class in chewie.radius_attributes)


      	STATES (chewie.state_machines.abstract_state_machine.AbstractStateMachine attribute)

      
        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      


      	STATUS_CLIENT (chewie.radius.Radius attribute)


      	STATUS_SERVER (chewie.radius.Radius attribute)


      	String (class in chewie.radius_datatypes)


      	strip_eap_from_radius_packet() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	SUCCESS (chewie.eap.Eap attribute)

      
        	(chewie.state_machines.eap_state_machine.Decision attribute)


        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      


      	SUCCESS2 (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	success2_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	success_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	SUCCESS_STATES (chewie.state_machines.abstract_state_machine.AbstractStateMachine attribute)

      
        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      


      	SuccessMessage (class in chewie.message_parser)


  





T


  	
      	Text (class in chewie.radius_datatypes)


      	TIMEOUT_FAILURE (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	TIMEOUT_FAILURE2 (chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


      	timeout_failure2_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	timeout_failure_state() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	TIMER_EXPIRED (chewie.event.Event attribute)


      	timer_expired_event_received() (chewie.state_machines.eap_state_machine.FullEAPStateMachine method)


      	TimerJob (class in chewie.timer_scheduler)


      	TimerScheduler (class in chewie.timer_scheduler)


      	TLS (chewie.eap.Eap attribute)


      	TlsMessage (class in chewie.message_parser)


      	TlsMessageBase (class in chewie.message_parser)


      	to_dict() (chewie.radius.RadiusAttributesList method)


      	TRANSITIONS (chewie.state_machines.abstract_state_machine.AbstractStateMachine attribute)

      
        	(chewie.state_machines.eap_state_machine.FullEAPStateMachine attribute)


        	(chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine attribute)


      


      	TTLS (chewie.eap.Eap attribute)


      	TtlsMessage (class in chewie.message_parser)


      	TunnelMediumType (class in chewie.radius_attributes)


      	TunnelPrivateGroupID (class in chewie.radius_attributes)


      	TunnelType (class in chewie.radius_attributes)


      	TYPE (chewie.radius_attributes.AcctSessionId attribute)

      
        	(chewie.radius_attributes.Attribute attribute)


        	(chewie.radius_attributes.CalledStationId attribute)


        	(chewie.radius_attributes.CallingStationId attribute)


        	(chewie.radius_attributes.ConnectInfo attribute)


        	(chewie.radius_attributes.EAPMessage attribute)


        	(chewie.radius_attributes.FilterId attribute)


        	(chewie.radius_attributes.FramedMTU attribute)


        	(chewie.radius_attributes.MessageAuthenticator attribute)


        	(chewie.radius_attributes.NASFilterRule attribute)


        	(chewie.radius_attributes.NASIdentifier attribute)


        	(chewie.radius_attributes.NASIPAddress attribute)


        	(chewie.radius_attributes.NASPort attribute)


        	(chewie.radius_attributes.NASPortType attribute)


        	(chewie.radius_attributes.ReplyMessage attribute)


        	(chewie.radius_attributes.ServiceType attribute)


        	(chewie.radius_attributes.SessionTimeout attribute)


        	(chewie.radius_attributes.State attribute)


        	(chewie.radius_attributes.TunnelMediumType attribute)


        	(chewie.radius_attributes.TunnelPrivateGroupID attribute)


        	(chewie.radius_attributes.TunnelType attribute)


        	(chewie.radius_attributes.UserName attribute)


        	(chewie.radius_attributes.UserPassword attribute)


        	(chewie.radius_attributes.VendorSpecific attribute)


      


  





U


  	
      	UDP_IPTYPE (chewie.nfv_sockets.MabSocket attribute)


      	unpack_byte_string() (in module chewie.chewie)


  

  	
      	update() (chewie.state_machines.eap_state_machine.Policy static method)


      	UserName (class in chewie.radius_attributes)


      	UserPassword (class in chewie.radius_attributes)


  





V


  	
      	validate_message_authenticator() (chewie.radius.RadiusPacket static method)


      	validate_packet() (chewie.radius.RadiusPacket method)


      	validate_response_authenticator() (chewie.radius.RadiusPacket static method)


  

  	
      	VENDOR_ID_LEN (chewie.radius_datatypes.Vsa attribute)


      	VendorSpecific (class in chewie.radius_attributes)


      	Vsa (class in chewie.radius_datatypes)


  





W


  	
      	when() (chewie.timer_scheduler.TimerJob method)


  







            

          

      

      

    

  

    
      
          
            
  
chewie.auth_8021x module

This module provides a way to parse and pack and EAPOL Packet using Auth8021x


	
class chewie.auth_8021x.Auth8021x(version, packet_type, data)

	Bases: object

basically a EAPOL packet


	
pack()

	Pack up the EAPOL packet to bytes.
Returns:


bytes









	
classmethod parse(packed_message)

	construct an Auth8021x from a packed_message
Args:


packed_message (bytes):





	Returns:
	Auth8021x



	Raises:
	MessageParseException: if packed_message cannot be parsed successfully.














	
chewie.auth_8021x.hwaddr_to_string(hwaddr)

	






            

          

      

      

    

  

    
      
          
            
  
chewie.chewie module

Entry point for 802.1X speaker.


	
class chewie.chewie.Chewie(interface_name, logger=None, auth_handler=None, failure_handler=None, logoff_handler=None, radius_server_ip=None, radius_server_port=None, radius_server_secret=None, chewie_id=None)

	Bases: object

Facilitates EAP supplicant and RADIUS server communication


	
DEFAULT_PORT_UP_IDENTITY_REQUEST_WAIT_PERIOD = 20

	




	
DEFAULT_PREEMPTIVE_IDENTITY_REQUEST_INTERVAL = 60

	




	
PAE_GROUP_ADDRESS = MacAddress.from_string("01:80:c2:00:00:03")

	




	
RADIUS_UDP_PORT = 1812

	




	
auth_failure(src_mac, port_id)

	failure shim between faucet and chewie
Args:


src_mac (MacAddress): the mac of the failed supplicant
port_id (MacAddress): the ‘mac’ identifier of what switch port


the failure is on












	
auth_logoff(src_mac, port_id)

	logoff shim between faucet and chewie
Args:


src_mac (MacAddress): the mac of the logoff supplicant
port_id (MacAddress): the ‘mac’ identifier of what switch port


the logoff is on












	
auth_success(src_mac, port_id, period, *args, **kwargs)

	authentication shim between faucet and chewie
Args:


src_mac (MacAddress): the mac of the successful supplicant
port_id (MacAddress): the ‘mac’ identifier of what switch port the success is on
period (int): time (seconds) until the session times out.









	
get_state_machine(src_mac, port_id, message_id=-1)

	Gets or creates if it does not already exist an FullEAPStateMachine for the src_mac.
Args:


message_id (int): eap message id, -1 means none found.
src_mac (MacAddress): who’s to get.
port_id (MacAddress): ID of the port where the src_mac is.





	Returns:
	FullEAPStateMachine










	
get_state_machine_from_radius_packet_id(packet_id)

	Gets a FullEAPStateMachine from the RADIUS message packet_id
Args:


packet_id (int): id of the received RADIUS message





	Returns:
	FullEAPStateMachine










	
port_down(port_id)

	should be called by faucet when port has gone down.
Args:


port_id (str): id of port.









	
port_up(port_id)

	should be called by faucet when port has come up
Args:


port_id (str): id of port.









	
reauth_port(src_mac, port_id)

	Send an Identity Request to src_mac, on port_id. prompting
the supplicant to re authenticate.
Args:


src_mac (MacAddress):
port_id (str):









	
receive_eap_messages()

	receive eap messages from supplicant forever.






	
receive_mab_messages()

	Receive DHCP request for MAB.






	
receive_radius_messages()

	receive RADIUS messages from RADIUS server forever.






	
run()

	setup chewie and start socket eventlet threads






	
running()

	Used to nicely exit the event loops






	
send_eap_messages()

	Send EAP messages to Supplicant forever.






	
send_eap_to_state_machine(eap, dst_mac)

	sends an eap message to the state machine






	
send_eth_to_state_machine(packed_message)

	Send an ethernet frame to MAB State Machine






	
send_preemptive_identity_request(port_id, state_machine=None)

	Message (EAP Identity Request) that notifies supplicant that port is using 802.1X
Args:


port_id (str):









	
send_preemptive_identity_request_if_no_active_on_port(port_id)

	If there is no active (in progress, or in state success(2)) supplicant send out the
preemptive identity request message.
Args:


port_id (str):









	
send_radius_messages()

	send RADIUS messages to RADIUS Server forever.






	
send_radius_to_state_machine(radius)

	sends a radius message to the state machine






	
set_port_status(port_id, status)

	Send status of a port at port_id
Args:


port_id ():
status ():









	
setup_eap_socket()

	Setup EAP socket






	
setup_mab_socket()

	Setup Mab socket






	
setup_radius_socket()

	Setup Radius socket






	
shutdown()

	kill eventlets and quit






	
start_threads_and_wait()

	Start the thread and wait until they complete (hopefully never)










	
chewie.chewie.get_random_id()

	




	
chewie.chewie.unpack_byte_string(byte_string)

	unpacks a byte string








            

          

      

      

    

  

    
      
          
            
  
chewie.eap module

Module for parsing & packing EAP


	
class chewie.eap.Eap

	Bases: object

Class for parsing & packing EAP messages


	
FAILURE = 4

	




	
IDENTITY = 1

	




	
LEGACY_NAK = 3

	




	
MD5_CHALLENGE = 4

	




	
PACKET_TYPE = None

	




	
PEAP = 25

	




	
REQUEST = 1

	




	
RESPONSE = 2

	




	
SUCCESS = 3

	




	
TLS = 13

	




	
TTLS = 21

	




	
code = None

	




	
pack(packed_body)

	Pack an EAP Message






	
packet_id = None

	




	
static parse(packed_message)

	
	Args:
	packed_message:



	Returns:
	Eap*** object.



	Raises:
	MessageParseError if packed_message cannot be parsed.














	
class chewie.eap.EapFailure(packet_id)

	Bases: Eap

EAP Failure Packet


	
pack()

	Pack an EAP Message






	
classmethod parse(packet_id)

	
	Args:
	packed_message:



	Returns:
	Eap*** object.



	Raises:
	MessageParseError if packed_message cannot be parsed.














	
class chewie.eap.EapIdentity(code, packet_id, identity)

	Bases: Eap


	
PACKET_TYPE = 1

	




	
pack()

	Pack an EAP Message






	
classmethod parse(code, packet_id, packed_message)

	
	Returns:
	EapIdentity.



	Raises:
	MessageParseError if packed message cannot be decoded.














	
class chewie.eap.EapLegacyNak(code, packet_id, desired_auth_types)

	Bases: Eap

EAP Legacy-NAK Packet


	
PACKET_TYPE = 3

	




	
pack()

	Pack an EAP Message






	
classmethod parse(code, packet_id, packed_msg)

	
	Returns:
	EapLegacyNak.



	Raises:
	MessageParseError if cannot unpack packed_message














	
class chewie.eap.EapMd5Challenge(code, packet_id, challenge, extra_data)

	Bases: Eap

EAP MD5-Challenge Packet


	
PACKET_TYPE = 4

	




	
pack()

	Pack an EAP Message






	
classmethod parse(code, packet_id, packed_message)

	
	Returns:
	EapMd5Challenge.



	Raises:
	MessageParseError if cannot unpack packed_message














	
class chewie.eap.EapPEAP(code, packet_id, flags, extra_data)

	Bases: EapTLSBase

PEAP Packet


	
PACKET_TYPE = 25

	








	
class chewie.eap.EapSuccess(packet_id)

	Bases: Eap

EAP Success Packet


	
pack()

	Pack an EAP Message






	
classmethod parse(packet_id)

	
	Args:
	packed_message:



	Returns:
	Eap*** object.



	Raises:
	MessageParseError if packed_message cannot be parsed.














	
class chewie.eap.EapTLS(code, packet_id, flags, extra_data)

	Bases: EapTLSBase

EAP TLS Packet


	
PACKET_TYPE = 13

	








	
class chewie.eap.EapTLSBase(code, packet_id, flags, extra_data)

	Bases: Eap

EAPTLS & EAPTTLS have the same packet format.


	
pack()

	Pack an EAP Message






	
classmethod parse(code, packet_id, packed_msg)

	
	Returns:
	A child of EapTLSBase e.g. EapTLS, EAPTTLS.



	Raises:
	MessageParseError if cannot unpack packed_message














	
class chewie.eap.EapTTLS(code, packet_id, flags, extra_data)

	Bases: EapTLSBase

EAP TTLS Packet


	
PACKET_TYPE = 21

	








	
chewie.eap.register_parser(cls)

	Register a packet type to the parser








            

          

      

      

    

  

    
      
          
            
  
chewie.ethernet_packet module

This module is used to allow parsing and packing of Ethernet Packets


	
class chewie.ethernet_packet.EthernetPacket(dst_mac, src_mac, ethertype, data)

	Bases: object

Packet/parsers for an IEEE 802.3 Ethernet frame


	
pack()

	Pack up the ethernet packet to bytes.
Returns:


bytes









	
classmethod parse(packed_message)

	construct an EthernetPacket from a packed_message
Args:


packed_message (bytes):





	Returns:
	EthernetPacket



	Raises:
	MessageParseError: if packed_message cannot be successfully parsed.
















            

          

      

      

    

  

    
      
          
            
  
chewie.event module

Various Events used by Chewie


	
class chewie.event.Event

	Bases: object

Base event class


	
MESSAGE_RECEIVED = 2

	




	
PORT_DISABLED = 5

	




	
PORT_ENABLED = 4

	




	
SHUTDOWN = 3

	




	
TIMER_EXPIRED = 1

	








	
class chewie.event.EventMessageReceived(message, port_id)

	Bases: Event

Message (EAP) Received. Radius Message event is a child






	
class chewie.event.EventPortStatusChange(port_status)

	Bases: Event

Port status has changed (up/down)






	
class chewie.event.EventPreemptiveEAPResponseMessageReceived(message, port_id, preemptive_eap_id)

	Bases: EventMessageReceived

Radius Message Received.






	
class chewie.event.EventRadiusMessageReceived(message, state, attributes=None)

	Bases: EventMessageReceived

Radius Message Received.






	
class chewie.event.EventSessionTimeout(state_machine=None)

	Bases: Event

User’s session should be terminated.






	
class chewie.event.EventShutdown

	Bases: Event

Shutdown has been signaled (is this even used?)






	
class chewie.event.EventTimerExpired(state_machine=None, sent_count=None)

	Bases: Event

Used when a timer has expired.








            

          

      

      

    

  

    
      
          
            
  
chewie.mac_address module

MAC address helper


	
class chewie.mac_address.MacAddress(address)

	Bases: object

Class for comparing mac addresses


	
classmethod from_string(address_string)

	Create a MacAddress from a string.


	Args:
	address_string (str): Colon-delimited MAC address.



	Returns:
	MacAddress



	Raises:
	ValueError: If address_string is invalid.
















            

          

      

      

    

  

    
      
          
            
  
chewie.message_parser module


	
class chewie.message_parser.EapMessage(src_mac, message_id)

	Bases: object


	
message_id = None

	




	
src_mac = None

	








	
class chewie.message_parser.EapolLogoffMessage(src_mac)

	Bases: EapMessage


	
classmethod build(src_mac)

	








	
class chewie.message_parser.EapolStartMessage(src_mac)

	Bases: EapMessage


	
classmethod build(src_mac)

	








	
class chewie.message_parser.FailureMessage(src_mac, message_id)

	Bases: EapMessage


	
classmethod build(src_mac, eap)

	








	
class chewie.message_parser.IdentityMessage(src_mac, message_id, code, identity)

	Bases: EapMessage


	
classmethod build(src_mac, eap)

	








	
class chewie.message_parser.LegacyNakMessage(src_mac, message_id, code, desired_auth_types)

	Bases: EapMessage


	
classmethod build(src_mac, eap)

	








	
class chewie.message_parser.Md5ChallengeMessage(src_mac, message_id, code, challenge, extra_data)

	Bases: EapMessage


	
classmethod build(src_mac, eap)

	








	
class chewie.message_parser.MessagePacker

	Bases: object


	
static eap_pack(message)

	Pack an EAP message.
Args:


message (Message):





	Returns:
	version (int), packet_type (int), packed eap (bytes)










	
static ethernet_pack(message, src_mac, dst_mac)

	Packs a ethernet packet.
Args:


message: EAP payload
src_mac (MacAddress):
dst_mac (MacAddress):





	Returns:
	packed ethernet packet (bytes)










	
static pack(message)

	packs the EAPOL
Args:


message (Message): EAP message





	Returns:
	Packed EAPOL packet (bytes)










	
static radius_mab_pack(src_mac, radius_packet_id, request_authenticator, secret, nas_port)

	




	
static radius_pack(eap_message, src_mac, username, radius_packet_id, request_authenticator, state, secret, nas_port=None, extra_attributes=None)

	Packs up a RADIUS message to send to a RADIUS Server.
Args:


eap_message (Message): e.g. IdentityMessage
src_mac (MacAddress): supplicants mac address
username (str): supplicants username
radius_packet_id (int):
request_authenticator (bytes):
state (State): RADIUS State
secret (str): RADIUS secret used between Chewie and RADIUS Server
extra_attributes (list): list of extra RADIUS attributes to send along with the above.





	Returns:
	packed RADIUS packet (bytes)














	
class chewie.message_parser.MessageParser

	Bases: object


	
static eap_parse(data, src_mac)

	Parses the actual EAP payload
Args:


data:
src_mac (MacAddress): source mac address of the data packet





	Raises:
	MessageParseError: the data cannot be parsed.










	
static ethernet_parse(packed_message)

	Parses the ethernet header part, and payload
Args:


packed_message:





	Returns:
	***Message & destination mac address.



	Raises:
	MessageParseError: the packed_message cannot be parsed.










	
static one_x_parse(data, src_mac)

	Parses the 1x header (version and packet type) part of the packet, and the payload.
Args:


data:
src_mac (MacAddress): source mac address of the data packet.





	Raises:
	MessageParseError: the data cannot be parsed.










	
static radius_parse(packed_message, secret, radius_lifecycle)

	Parses a RADIUS packet
Returns:


RadiusPacket





	Raises:
	MessageParseError: the packed_message cannot be parsed














	
class chewie.message_parser.PeapMessage(src_mac, message_id, code, flags, extra_data)

	Bases: TlsMessageBase






	
class chewie.message_parser.SuccessMessage(src_mac, message_id)

	Bases: EapMessage


	
classmethod build(src_mac, eap)

	








	
class chewie.message_parser.TlsMessage(src_mac, message_id, code, flags, extra_data)

	Bases: TlsMessageBase






	
class chewie.message_parser.TlsMessageBase(src_mac, message_id, code, flags, extra_data)

	Bases: EapMessage

TLS and TTLS will extend this class, but TTLS cannot be same type as TLS


	
classmethod build(src_mac, eap)

	








	
class chewie.message_parser.TtlsMessage(src_mac, message_id, code, flags, extra_data)

	Bases: TlsMessageBase








            

          

      

      

    

  

    
      
          
            
  
chewie.nfv_sockets module

Supplicant-Facing Sockets


	
class chewie.nfv_sockets.EapSocket(interface_name, log_prefix)

	Bases: PromiscuousSocket

Handle the EAP socket


	
receive()

	receive from eap socket






	
send(data)

	send on eap socket.
data (bytes): data to send






	
setup()

	Set up the socket










	
class chewie.nfv_sockets.MabSocket(interface_name, log_prefix)

	Bases: PromiscuousSocket

Handle the Mab socket for DHCP Requests


	
DHCP_UDP_DST = 67

	




	
DHCP_UDP_SRC = 68

	




	
IP_ETHERTYPE = 2048

	




	
UDP_IPTYPE = b'\x11'

	




	
receive()

	Receive activity from supplicant-facing socket






	
send(data)

	Not Implemented – This socket is purely for Listening






	
setup()

	Set up the socket










	
class chewie.nfv_sockets.PromiscuousSocket(interface_name, log_prefix)

	Bases: ABC

Abstract Raw Socket in Promiscuous Mode


	
EAP_ADDRESS = MacAddress.from_string("01:80:c2:00:00:03")

	




	
PACKET_ADD_MEMBERSHIP = 1

	




	
PACKET_MR_PROMISC = 1

	




	
SIOCGIFINDEX = 35123

	




	
SOL_PACKET = 263

	




	
get_interface_index()

	Get the interface index of the EAP Socket






	
open(socket_filter)

	Setup EAP socket






	
abstract receive()

	




	
abstract send(data)

	




	
set_interface_promiscuous()

	Sets the EAP interface to be able to receive EAP messages






	
abstract setup()

	










            

          

      

      

    

  

    
      
          
            
  
chewie.radius module

RADIUS Packets


	
exception chewie.radius.InvalidMessageAuthenticatorError

	Bases: Exception


	To be used when the Message-Authenticator hashes
	(received in packet, and calculated) do not match.





Received packets that throw this error should be ‘silently dropped’ (logging is fine).






	
exception chewie.radius.InvalidResponseAuthenticatorError

	Bases: Exception

To be used when the ResponseAuthenticator hashes
(received in packet, and calculated) do not match.






	
class chewie.radius.Radius

	Bases: object

Radius packet interface which will determin the correct RadiusPacket child class to use


	
ACCESS_ACCEPT = 2

	




	
ACCESS_CHALLENGE = 11

	




	
ACCESS_REJECT = 3

	




	
ACCESS_REQUEST = 1

	




	
ACCOUNTING_REQUEST = 4

	




	
ACCOUNTING_RESPONSE = 5

	




	
STATUS_CLIENT = 13

	




	
STATUS_SERVER = 12

	




	
pack()

	




	
static parse(packed_message, secret, radius_lifecycle=None)

	
	Args:
	packed_message:
secret (str): Shared sceret between chewie and RADIUS server.
radius_lifecycle: RadiusLifecycle object



	Returns:
	
	RadiusPacket - RadiusAccessChallenge/RadiusAccessRequest/
	RadiusAccessAccept/RadiusAccessFailure







	Raises:
	MessageParseError: if packed_message cannot be parsed














	
class chewie.radius.RadiusAccessAccept(packet_id, authenticator, attributes)

	Bases: RadiusPacket


	
CODE = 2

	








	
class chewie.radius.RadiusAccessChallenge(packet_id, authenticator, attributes)

	Bases: RadiusPacket


	
CODE = 11

	








	
class chewie.radius.RadiusAccessReject(packet_id, authenticator, attributes)

	Bases: RadiusPacket


	
CODE = 3

	








	
class chewie.radius.RadiusAccessRequest(packet_id, authenticator, attributes)

	Bases: RadiusPacket


	
CODE = 1

	








	
class chewie.radius.RadiusAttributesList(attributes)

	Bases: object

Container class for the Radius Attribute Value Pairs


	
classmethod extract_attributes(attributes_data, attributes, attributes_to_concat)

	Extracts Radius Attributes from a packed payload.
Keeps track of attribute ordering.
Args:


attributes_data (): data to extract from (input).
attributes: attributes extracted (output variable).
attributes_to_concat (dict): (output variable).





	Raises:
	MessageParseError: RadiusAttribute.parse will raise error
if it cannot parse the attribute’s data










	
find(item)

	Find first attribute that has the matching description
Args:


item (str): description of attribute to find





	Returns:
	attribute or None if not found










	
indexof(item)

	Finds the position (number of bytes) that item is at in list.
Args:


item (str): description of attribute to find index of.





	Returns:
	int - number of bytes to item.



	Raises:
	ValueErrpr: if cannot find item










	
classmethod merge_concat_attributes(attributes, attributes_to_concat)

	Removes concat attributes for attributes list, and inserts a single new master attribute
for all concat attributes of the same type (e.g. EAPMessage, EAPMessage, = 1 EAPMessage)
Args:


attributes (list):
attributes_to_concat (dict): attribute - position.





	Returns:
	attributes (list)



	Raises:
	MessageParseError: RadiusAttribute.parse will raise error
if it cannot parse the attribute’s data










	
pack()

	




	
classmethod parse(attributes_data)

	
	Args:
	attributes_data:



	Returns:
	RadiusAttributeList



	Raises:
	MessageParseError: if unable to parse an attribute’s data.










	
to_dict()

	








	
class chewie.radius.RadiusPacket(packet_id, authenticator, attributes)

	Bases: Radius

super class for different radius packets


	
CODE = None

	




	
build(secret=None)

	
	Only call this once, or else the MessageAuthenticator will not be zeros,
	resulting in the wrong hash
Args:


secret (str): Shared sceret between chewie and RADIUS server.






	Returns:
	packed packet (bytes)










	
pack()

	




	
packed = None

	




	
classmethod parse(packet_id, request_authenticator, attributes)

	
	Args:
	packed_message:
secret (str): Shared sceret between chewie and RADIUS server.
radius_lifecycle: RadiusLifecycle object



	Returns:
	
	RadiusPacket - RadiusAccessChallenge/RadiusAccessRequest/
	RadiusAccessAccept/RadiusAccessFailure







	Raises:
	MessageParseError: if packed_message cannot be parsed










	
static validate_message_authenticator(radius_packet, secret, request_authenticator)

	




	
validate_packet(secret, request_authenticator=None, code=None)

	Calculates the Response Authenticator (in Radius Header) and
MessageAuthenticator (a Radius Attribute) hashes and compares with what was provided.
Args:


code (int): The RADIUS Code (e.g. Access-Challenge)
secret (str): secret shared between RADIUS and chewie.
request_authenticator (): the original request authenticator for this


packet (which is a response)








	Raises:
	ValueError: if secret is None or empty string.
InvalidResponseAuthenticatorError: if Response Authenticator does not match calculated.
InvalidMessageAuthenticatorError: if MessageAuthenticator does not match calculated.










	
static validate_response_authenticator(radius_packet, request_authenticator, secret, code)

	








	
chewie.radius.register_packet_type_parser(cls)

	






            

          

      

      

    

  

    
      
          
            
  
chewie.radius_attributes module

Radius Attributes


	
class chewie.radius_attributes.AcctSessionId(data_type)

	Bases: Attribute

Acct-Session-id (RADIUS Accounting) https://tools.ietf.org/html/rfc2866#section-5.5


	
DATA_TYPE

	alias of Text






	
DESCRIPTION = 'Acct-Session-Id'

	




	
TYPE = 44

	








	
class chewie.radius_attributes.Attribute(data_type)

	Bases: object

Parent class for the Attributes.


	
DATA_TYPE = None

	




	
DESCRIPTION = None

	




	
HEADER_SIZE = 2

	




	
TYPE = None

	




	
property bytes_data

	




	
classmethod create(data)

	Factory method.
Args:


data: object of python type (int, str, bytes, …)





	Returns:
	Attribute subclass.










	
data()

	




	
full_length()

	
	Returns:
	length (including header).










	
pack()

	
	Returns:
	packed attribute (including header) bytes










	
classmethod parse(packed_value)

	
	Args:
	packed_value (bytes): pre-packed value



	Returns:
	Attribute subclass.



	Raises:
	MessageParseError: if unable to parse the packed_value into the appropriate datatype.














	
class chewie.radius_attributes.CalledStationId(data_type)

	Bases: Attribute

Called-Station-Id https://tools.ietf.org/html/rfc2865#section-5.30


	
DATA_TYPE

	alias of Text






	
DESCRIPTION = 'Called-Station-Id'

	




	
TYPE = 30

	








	
class chewie.radius_attributes.CallingStationId(data_type)

	Bases: Attribute

Calling-Station-Id https://tools.ietf.org/html/rfc2865#section-5.31


	
DATA_TYPE

	alias of Text






	
DESCRIPTION = 'Calling-Station-Id'

	




	
TYPE = 31

	








	
class chewie.radius_attributes.ConnectInfo(data_type)

	Bases: Attribute

ConnectInfo (RADIUS Extensions) https://tools.ietf.org/html/rfc2869#section-5.11


	
DATA_TYPE

	alias of Text






	
DESCRIPTION = 'Connect-Info'

	




	
TYPE = 77

	








	
class chewie.radius_attributes.EAPMessage(data_type)

	Bases: Attribute

EAP-Message (RADIUS Extensions) https://tools.ietf.org/html/rfc2869#section-5.13


	
DATA_TYPE

	alias of Concat






	
DESCRIPTION = 'EAP-Message'

	




	
TYPE = 79

	




	
classmethod create(data)

	Factory method.
Args:


data: object of python type (int, str, bytes, …)





	Returns:
	Attribute subclass.










	
data()

	




	
pack()

	Concat types need to override AttributeType.pack().
as Concat.pack() may return multiple packed AVP (each with their own length)










	
class chewie.radius_attributes.FilterId(data_type)

	Bases: Attribute

Framed-MTU https://tools.ietf.org/html/rfc2865#section-5.11


	
DATA_TYPE

	alias of Text






	
DESCRIPTION = 'Filter-Id'

	




	
TYPE = 11

	








	
class chewie.radius_attributes.FramedMTU(data_type)

	Bases: Attribute

Framed-MTU https://tools.ietf.org/html/rfc2865#section-5.12


	
DATA_TYPE

	alias of Integer






	
DESCRIPTION = 'Framed-MTU'

	




	
TYPE = 12

	








	
class chewie.radius_attributes.MessageAuthenticator(data_type)

	Bases: Attribute

Message-Authenticator (RADIUS Extensions) https://tools.ietf.org/html/rfc2869#section-5.14


	
DATA_TYPE

	alias of String






	
DESCRIPTION = 'Message-Authenticator'

	




	
TYPE = 80

	








	
class chewie.radius_attributes.NASFilterRule(data_type)

	Bases: Attribute

NAS-Fitler-Rule https://freeradius.org/rfc/rfc4849.html


	
DATA_TYPE

	alias of String






	
DESCRIPTION = 'NAS-Filter-Rule'

	




	
TYPE = 92

	








	
class chewie.radius_attributes.NASIPAddress(data_type)

	Bases: Attribute

Service-Type https://tools.ietf.org/html/rfc2865#section-5.4


	
DATA_TYPE

	alias of String






	
DESCRIPTION = 'NAS-IP-Address'

	




	
TYPE = 4

	








	
class chewie.radius_attributes.NASIdentifier(data_type)

	Bases: Attribute

Calling-Station-Id https://tools.ietf.org/html/rfc2865#section-5.32


	
DATA_TYPE

	alias of Text






	
DESCRIPTION = 'NAS-Identifier'

	




	
TYPE = 32

	








	
class chewie.radius_attributes.NASPort(data_type)

	Bases: Attribute

Service-Type https://tools.ietf.org/html/rfc2865#section-5.5


	
DATA_TYPE

	alias of Integer






	
DESCRIPTION = 'NAS-Port'

	




	
TYPE = 5

	








	
class chewie.radius_attributes.NASPortType(data_type)

	Bases: Attribute

NAS-Port-Type https://tools.ietf.org/html/rfc2865#section-5.41


	
DATA_TYPE

	alias of Enum






	
DESCRIPTION = 'NAS-Port-Type'

	




	
TYPE = 61

	








	
class chewie.radius_attributes.ReplyMessage(data_type)

	Bases: Attribute

Reply-Message https://tools.ietf.org/html/rfc2865#section-5.18


	
DATA_TYPE

	alias of Text






	
DESCRIPTION = 'Reply-Message'

	




	
TYPE = 18

	








	
class chewie.radius_attributes.ServiceType(data_type)

	Bases: Attribute

Service-Type https://tools.ietf.org/html/rfc2865#section-5.6


	
DATA_TYPE

	alias of Enum






	
DESCRIPTION = 'Service-Type'

	




	
TYPE = 6

	








	
class chewie.radius_attributes.SessionTimeout(data_type)

	Bases: Attribute

Vendor-Specific https://tools.ietf.org/html/rfc2865#section-5.27


	
DATA_TYPE

	alias of Integer






	
DESCRIPTION = 'Session-Timeout'

	




	
TYPE = 27

	








	
class chewie.radius_attributes.State(data_type)

	Bases: Attribute

State https://tools.ietf.org/html/rfc2865#section-5.24


	
DATA_TYPE

	alias of String






	
DESCRIPTION = 'State'

	




	
TYPE = 24

	








	
class chewie.radius_attributes.TunnelMediumType(data_type)

	Bases: Attribute

NAS-Port-Type https://tools.ietf.org/html/rfc2868#section-3.2


	
DATA_TYPE

	alias of Enum






	
DESCRIPTION = 'Tunnel-Medium-Type'

	




	
TYPE = 65

	








	
class chewie.radius_attributes.TunnelPrivateGroupID(data_type)

	Bases: Attribute

NAS-Port-Type https://tools.ietf.org/html/rfc2868#section-3.6


	
DATA_TYPE

	alias of String






	
DESCRIPTION = 'Tunnel-Private-Group-ID'

	




	
TYPE = 81

	








	
class chewie.radius_attributes.TunnelType(data_type)

	Bases: Attribute

NAS-Port-Type https://tools.ietf.org/html/rfc2868#section-3.1


	
DATA_TYPE

	alias of Enum






	
DESCRIPTION = 'Tunnel-Type'

	




	
TYPE = 64

	








	
class chewie.radius_attributes.UserName(data_type)

	Bases: Attribute

User-Name https://tools.ietf.org/html/rfc2865#section-5.1


	
DATA_TYPE

	alias of Text






	
DESCRIPTION = 'User-Name'

	




	
TYPE = 1

	








	
class chewie.radius_attributes.UserPassword(data_type)

	Bases: Attribute

User-Password https://tools.ietf.org/html/rfc2865#section-5.2


	
DATA_TYPE

	alias of String






	
DESCRIPTION = 'User-Password'

	




	
TYPE = 2

	




	
static decrypt(secret, req_authenticator, ciphertext)

	




	
static encrypt(secret, req_authenticator, password)

	








	
class chewie.radius_attributes.VendorSpecific(data_type)

	Bases: Attribute

Vendor-Specific https://tools.ietf.org/html/rfc2865#section-5.26


	
DATA_TYPE

	alias of Vsa






	
DESCRIPTION = 'Vendor-Specific'

	




	
TYPE = 26

	








	
chewie.radius_attributes.register_attribute_type(cls)

	Decoratot to register RADIUS attribute types








            

          

      

      

    

  

    
      
          
            
  
chewie.radius_datatypes module

Radius Attribute Datatypes


	
class chewie.radius_datatypes.Concat(bytes_data=None, raw_data=None)

	Bases: DataType

AttributeTypes that use Concat must override their pack()


	
DATA_TYPE_VALUE = 6

	




	
data()

	Subclass should override this as needed.
Returns:



The python type (int, str, bytes) of the bytes_data.




This will perform any decoding as required instead of using the unprocessed bytes_data.









	
data_length()

	
	Returns:
	
length of the data field, and not total length of the attribute (including the




type and length).





If total is required use full_length.






	
full_length()

	
	Returns:
	Length of the whole field include the header (type and length)










	
pack(attribute_type)

	




	
classmethod parse(packed_value)

	








	
class chewie.radius_datatypes.DataType

	Bases: object

Parent datatype class, subclass should provide implementation for abstractmethods.
May


	
AVP_HEADER_LEN = 2

	




	
DATA_TYPE_VALUE = None

	




	
MAX_DATA_LENGTH = 253

	




	
MIN_DATA_LENGTH = 1

	




	
bytes_data = None

	




	
data()

	Subclass should override this as needed.
Returns:



The python type (int, str, bytes) of the bytes_data.




This will perform any decoding as required instead of using the unprocessed bytes_data.









	
data_length()

	
	Returns:
	
length of the data field, and not total length of the attribute (including the




type and length).





If total is required use full_length.






	
full_length()

	
	Returns:
	Length of the whole field include the header (type and length)










	
classmethod is_valid_length(packed_value)

	




	
pack(attribute_type)

	




	
parse(packed_value)

	








	
class chewie.radius_datatypes.Enum(bytes_data=None, raw_data=None)

	Bases: DataType


	
DATA_TYPE_VALUE = 2

	




	
MAX_DATA_LENGTH = 4

	




	
MIN_DATA_LENGTH = 4

	




	
data()

	Subclass should override this as needed.
Returns:



The python type (int, str, bytes) of the bytes_data.




This will perform any decoding as required instead of using the unprocessed bytes_data.









	
data_length()

	
	Returns:
	
length of the data field, and not total length of the attribute (including the




type and length).





If total is required use full_length.






	
pack(attribute_type)

	




	
classmethod parse(packed_value)

	








	
class chewie.radius_datatypes.Integer(bytes_data=None, raw_data=None)

	Bases: DataType


	
DATA_TYPE_VALUE = 1

	




	
MAX_DATA_LENGTH = 4

	




	
MIN_DATA_LENGTH = 4

	




	
data()

	Subclass should override this as needed.
Returns:



The python type (int, str, bytes) of the bytes_data.




This will perform any decoding as required instead of using the unprocessed bytes_data.









	
data_length()

	
	Returns:
	
length of the data field, and not total length of the attribute (including the




type and length).





If total is required use full_length.






	
pack(attribute_type)

	




	
classmethod parse(packed_value)

	








	
class chewie.radius_datatypes.String(bytes_data=None, raw_data=None)

	Bases: DataType


	
DATA_TYPE_VALUE = 5

	




	
data_length()

	
	Returns:
	
length of the data field, and not total length of the attribute (including the




type and length).





If total is required use full_length.






	
pack(attribute_type)

	




	
classmethod parse(packed_value)

	








	
class chewie.radius_datatypes.Text(bytes_data=None, raw_data=None)

	Bases: DataType


	
DATA_TYPE_VALUE = 4

	




	
data()

	Subclass should override this as needed.
Returns:



The python type (int, str, bytes) of the bytes_data.




This will perform any decoding as required instead of using the unprocessed bytes_data.









	
data_length()

	
	Returns:
	
length of the data field, and not total length of the attribute (including the




type and length).





If total is required use full_length.






	
pack(attribute_type)

	




	
classmethod parse(packed_value)

	








	
class chewie.radius_datatypes.Vsa(bytes_data=None, raw_data=None)

	Bases: DataType


	
DATA_TYPE_VALUE = 14

	




	
MIN_DATA_LENGTH = 5

	




	
VENDOR_ID_LEN = 4

	




	
data_length()

	
	Returns:
	
length of the data field, and not total length of the attribute (including the




type and length).





If total is required use full_length.






	
pack(attribute_type)

	




	
classmethod parse(packed_value)

	










            

          

      

      

    

  

    
      
          
            
  
chewie.radius_lifecycle module

A placeholder object for RADIUS logic extracted from Chewie


	
class chewie.radius_lifecycle.RadiusLifecycle(radius_secret, server_id, logger)

	Bases: object

A placeholder object for RADIUS logic extracted from Chewie


	
build_event_radius_message_received(radius)

	Build a EventRadiusMessageReceived from a radius message






	
generate_request_authenticator()

	Workaround until we get this extracted for easy mocking






	
get_next_radius_packet_id()

	Calulate the next RADIUS Packet ID
Returns:


int









	
prepare_extra_radius_attributes()

	Create RADIUS Attirbutes to be sent with every RADIUS request






	
process_outbound(radius_output_bits)

	Placeholder method extracted from Chewie.send_radius_messages()






	
process_outbound_mab_request(radius_output_bits)

	Placeholder method extracted from Chewie.send_radius_messages()










	
chewie.radius_lifecycle.port_id_to_int(port_id)

	“Convert a port_id str ‘00:00:00:aa:00:01 to integer’








            

          

      

      

    

  

    
      
          
            
  
chewie.radius_socket module

Handle the RADIUS socket


	
class chewie.radius_socket.RadiusSocket(listen_ip, listen_port, server_ip, server_port, log_prefix)

	Bases: object

Handle the RADIUS socket


	
receive()

	Receives from the radius socket






	
send(data)

	Sends on the radius socket
data (bytes): what to send






	
setup()

	Setup RADIUS Socket












            

          

      

      

    

  

    
      
          
            
  
chewie.state_machines.abstract_state_machine module

This Module provides the Abstract Design Requirements for a State Machine in Chewie


	
class chewie.state_machines.abstract_state_machine.AbstractStateMachine

	Bases: object

This Class provides the Abstract Design Requirements for a State Machine in Chewie


	
COMPLETION_STATES = []

	




	
CORE_TRANSITIONS = []

	




	
ERROR_TRANSTIONS = []

	




	
FAILURE_STATES = []

	




	
INITIAL_STATE = None

	




	
PROGRESS_STATES = []

	




	
STATES = []

	




	
SUCCESS_STATES = []

	




	
TRANSITIONS = []

	




	
classmethod build_state_graph(filename)

	Build a graphc representation of the state machine and store in ‘filename’.png






	
is_in_progress()

	Returns true if the state machine is currently in progress






	
is_success()

	Returns true if the state machine currently in a successful completion state and enabled






	
port_enabled = None

	




	
state = None

	










            

          

      

      

    

  

    
      
          
            
  
chewie.state_machines.eap_state_machine module

Loosely based on RFC4137 ‘EAP State Machines’ with some interpretation


	
class chewie.state_machines.eap_state_machine.Decision

	Bases: object


	
CONTINUE = 'CONTINUE'

	




	
FAILURE = 'FAILURE'

	




	
PASSTHROUGH = 'PASSTHROUGH'

	




	
SUCCESS = 'SUCCESS'

	








	
class chewie.state_machines.eap_state_machine.FullEAPStateMachine(eap_output_queue, radius_output_queue, src_mac, timer_scheduler, auth_handler, failure_handler, logoff_handler, log_prefix)

	Bases: AbstractStateMachine

Based on RFC 4137 section 7 (EAP Full Authenticator).
Only acts in passthrough mode (no local method support).


	
AAA_IDLE = 'AAA_IDLE'

	




	
AAA_REQUEST = 'AAA_REQUEST'

	




	
AAA_RESPONSE = 'AAA_RESPONSE'

	




	
COMPLETION_STATES = [<State('FAILURE2')@139986509364432>, <State('TIMEOUT_FAILURE2')@139986509006256>, <State('LOGOFF')@139986509006016>, <State('LOGOFF2')@139986509006400>, <State('FAILURE')@139986509170864>, <State('TIMEOUT_FAILURE')@139986509168992>, <State('SUCCESS2')@139986509666960>, <State('SUCCESS')@139986509364096>]

	




	
CORE_TRANSITIONS = [{'trigger': 'process', 'source': 'DISABLED', 'dest': 'NO_STATE', 'conditions': ['is_port_enabled']}, {'trigger': 'process', 'source': 'INITIALIZE', 'dest': 'SELECT_ACTION'}, {'trigger': 'process', 'source': 'SELECT_ACTION', 'dest': 'PROPOSED_METHOD', 'unless': ['is_decision_failure', 'is_decision_passthrough', 'is_decision_success']}, {'trigger': 'process', 'source': 'SELECT_ACTION', 'dest': 'FAILURE', 'conditions': ['is_decision_failure']}, {'trigger': 'process', 'source': 'SELECT_ACTION', 'dest': 'SUCCESS', 'conditions': ['is_decision_success']}, {'trigger': 'process', 'source': 'SELECT_ACTION', 'dest': 'INITIALIZE_PASSTHROUGH', 'conditions': ['is_decision_passthrough']}, {'trigger': 'process', 'source': 'PROPOSED_METHOD', 'dest': 'METHOD_REQUEST'}, {'trigger': 'process', 'source': 'METHOD_REQUEST', 'dest': 'SEND_REQUEST'}, {'trigger': 'process', 'source': 'SEND_REQUEST', 'dest': 'IDLE'}, {'trigger': 'process', 'source': 'IDLE', 'dest': 'RETRANSMIT', 'conditions': ['is_retrans_while_equal_0']}, {'trigger': 'process', 'source': 'IDLE', 'dest': 'RECEIVED', 'conditions': ['is_eap_resp']}, {'trigger': 'process', 'source': 'RETRANSMIT', 'dest': 'TIMEOUT_FAILURE', 'conditions': ['is_retrans_count_greater_max_retrans']}, {'trigger': 'process', 'source': 'RETRANSMIT', 'dest': 'IDLE', 'unless': ['is_retrans_count_greater_max_retrans']}, {'trigger': 'process', 'source': 'RECEIVED', 'dest': 'NAK', 'conditions': ['is_enter_nak']}, {'trigger': 'process', 'source': 'RECEIVED', 'dest': 'INTEGRITY_CHECK', 'conditions': ['is_enter_integrity_check']}, {'trigger': 'process', 'source': 'RECEIVED', 'dest': 'DISCARD', 'unless': ['is_enter_nak', 'is_enter_integrity_check']}, {'trigger': 'process', 'source': 'DISCARD', 'dest': 'IDLE'}, {'trigger': 'process', 'source': 'NAK', 'dest': 'SELECT_ACTION'}, {'trigger': 'process', 'source': 'INTEGRITY_CHECK', 'dest': 'DISCARD', 'conditions': ['is_ignore']}, {'trigger': 'process', 'source': 'INTEGRITY_CHECK', 'dest': 'METHOD_RESPONSE', 'unless': ['is_ignore']}, {'trigger': 'process', 'source': 'METHOD_RESPONSE', 'dest': 'SELECT_ACTION', 'conditions': ['is_method_state_equal_end']}, {'trigger': 'process', 'source': 'METHOD_RESPONSE', 'dest': 'METHOD_REQUEST', 'unless': ['is_method_state_equal_end']}, {'trigger': 'process', 'source': 'INITIALIZE_PASSTHROUGH', 'dest': 'AAA_IDLE', 'conditions': ['is_current_id_none']}, {'trigger': 'process', 'source': 'INITIALIZE_PASSTHROUGH', 'dest': 'AAA_REQUEST', 'unless': ['is_current_id_none']}, {'trigger': 'process', 'source': 'AAA_REQUEST', 'dest': 'AAA_IDLE'}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'TIMEOUT_FAILURE2', 'conditions': ['is_aaa_timeout']}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'FAILURE2', 'conditions': ['is_aaa_fail']}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'SUCCESS2', 'conditions': ['is_aaa_success']}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'AAA_RESPONSE', 'conditions': ['is_aaa_eap_req']}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'DISCARD2', 'conditions': ['is_aaa_eap_no_req']}, {'trigger': 'process', 'source': 'DISCARD2', 'dest': 'IDLE2'}, {'trigger': 'process', 'source': 'AAA_RESPONSE', 'dest': 'SEND_REQUEST2'}, {'trigger': 'process', 'source': 'SEND_REQUEST2', 'dest': 'IDLE2'}, {'trigger': 'process', 'source': 'IDLE2', 'dest': 'RETRANSMIT2', 'conditions': ['is_retrans_while_equal_0']}, {'trigger': 'process', 'source': 'IDLE2', 'dest': 'RECEIVED2', 'conditions': ['is_eap_resp']}, {'trigger': 'process', 'source': 'RETRANSMIT2', 'dest': 'TIMEOUT_FAILURE2', 'conditions': ['is_retrans_count_greater_max_retrans']}, {'trigger': 'process', 'source': 'RETRANSMIT2', 'dest': 'IDLE2', 'unless': ['is_retrans_count_greater_max_retrans']}, {'trigger': 'process', 'source': 'RECEIVED2', 'dest': 'AAA_REQUEST', 'conditions': ['is_rx_resp', 'is_resp_id_equal_current_id']}, {'trigger': 'process', 'source': 'RECEIVED2', 'dest': 'DISCARD2', 'conditions': ['is_enter_discard2']}, {'trigger': 'process', 'source': 'SUCCESS', 'dest': 'LOGOFF', 'conditions': ['is_logoff']}, {'trigger': 'process', 'source': 'SUCCESS2', 'dest': 'LOGOFF2', 'conditions': ['is_logoff']}]

	




	
DEFAULT_SESSION_TIMEOUT = 3600

	




	
DEFAULT_TIMEOUT = 5

	




	
DISABLED = 'DISABLED'

	




	
DISCARD = 'DISCARD'

	




	
DISCARD2 = 'DISCARD2'

	




	
ERROR_TRANSITIONS = [{'trigger': 'process', 'source': '*', 'dest': 'DISABLED', 'unless': ['is_port_enabled']}, {'trigger': 'process', 'source': '*', 'dest': 'INITIALIZE', 'conditions': ['is_port_enabled', 'is_eap_restart']}]

	




	
FAILURE = 'FAILURE'

	




	
FAILURE2 = 'FAILURE2'

	




	
FAILURE_STATES = [<State('FAILURE2')@139986509364432>, <State('TIMEOUT_FAILURE2')@139986509006256>, <State('LOGOFF')@139986509006016>, <State('LOGOFF2')@139986509006400>, <State('FAILURE')@139986509170864>, <State('TIMEOUT_FAILURE')@139986509168992>]

	




	
IDLE = 'IDLE'

	




	
IDLE2 = 'IDLE2'

	




	
INITIALIZE = 'INITIALIZE'

	




	
INITIALIZE_PASSTRHOUGH = 'INITIALIZE_PASSTHROUGH'

	




	
INITIAL_STATE = 'DISABLED'

	




	
INTEGRITY_CHECK = 'INTEGRITY_CHECK'

	




	
LOGOFF = 'LOGOFF'

	




	
LOGOFF2 = 'LOGOFF2'

	




	
MAX_RETRANS = 5

	




	
METHOD_REQUEST = 'METHOD_REQUEST'

	




	
METHOD_RESPONSE = 'METHOD_RESPONSE'

	




	
NAK = 'NAK'

	




	
NO_STATE = 'NO_STATE'

	




	
PROGRESS_STATES = [<State('NO_STATE')@139986509171200>, <State('DISABLED')@139986509171344>, <State('INITIALIZE')@139986509171632>, <State('IDLE')@139986509171776>, <State('RECEIVED')@139986509172352>, <State('INTEGRITY_CHECK')@139986509172592>, <State('METHOD_RESPONSE')@139986508697712>, <State('METHOD_REQUEST')@139986508700016>, <State('PROPOSED_METHOD')@139986508701168>, <State('SELECT_ACTION')@139986508701264>, <State('SEND_REQUEST')@139986508701360>, <State('DISCARD')@139986508701456>, <State('NAK')@139986508701552>, <State('RETRANSMIT')@139986508701648>, <State('INITIALIZE_PASSTHROUGH')@139986508656752>, <State('IDLE2')@139986508656848>, <State('RECEIVED2')@139986508656944>, <State('AAA_IDLE')@139986508657040>, <State('AAA_REQUEST')@139986508657136>, <State('AAA_RESPONSE')@139986508657232>, <State('SEND_REQUEST2')@139986508657328>, <State('DISCARD2')@139986508657424>, <State('RETRANSMIT2')@139986508657520>]

	




	
PROPOSE_METHOD = 'PROPOSED_METHOD'

	




	
RADIUS_RETRANSMIT_TIMEOUT = 5

	




	
RECEIVED = 'RECEIVED'

	




	
RECEIVED2 = 'RECEIVED2'

	




	
RETRANSMIT = 'RETRANSMIT'

	




	
RETRANSMIT2 = 'RETRANSMIT2'

	




	
SELECT_ACTION = 'SELECT_ACTION'

	




	
SEND_REQUEST = 'SEND_REQUEST'

	




	
SEND_REQUEST2 = 'SEND_REQUEST2'

	




	
STATES = [<State('FAILURE2')@139986509364432>, <State('TIMEOUT_FAILURE2')@139986509006256>, <State('LOGOFF')@139986509006016>, <State('LOGOFF2')@139986509006400>, <State('FAILURE')@139986509170864>, <State('TIMEOUT_FAILURE')@139986509168992>, <State('SUCCESS2')@139986509666960>, <State('SUCCESS')@139986509364096>, <State('NO_STATE')@139986509171200>, <State('DISABLED')@139986509171344>, <State('INITIALIZE')@139986509171632>, <State('IDLE')@139986509171776>, <State('RECEIVED')@139986509172352>, <State('INTEGRITY_CHECK')@139986509172592>, <State('METHOD_RESPONSE')@139986508697712>, <State('METHOD_REQUEST')@139986508700016>, <State('PROPOSED_METHOD')@139986508701168>, <State('SELECT_ACTION')@139986508701264>, <State('SEND_REQUEST')@139986508701360>, <State('DISCARD')@139986508701456>, <State('NAK')@139986508701552>, <State('RETRANSMIT')@139986508701648>, <State('INITIALIZE_PASSTHROUGH')@139986508656752>, <State('IDLE2')@139986508656848>, <State('RECEIVED2')@139986508656944>, <State('AAA_IDLE')@139986508657040>, <State('AAA_REQUEST')@139986508657136>, <State('AAA_RESPONSE')@139986508657232>, <State('SEND_REQUEST2')@139986508657328>, <State('DISCARD2')@139986508657424>, <State('RETRANSMIT2')@139986508657520>]

	




	
SUCCESS = 'SUCCESS'

	




	
SUCCESS2 = 'SUCCESS2'

	




	
SUCCESS_STATES = [<State('SUCCESS2')@139986509666960>, <State('SUCCESS')@139986509364096>]

	




	
TIMEOUT_FAILURE = 'TIMEOUT_FAILURE'

	




	
TIMEOUT_FAILURE2 = 'TIMEOUT_FAILURE2'

	




	
TRANSITIONS = [{'trigger': 'process', 'source': '*', 'dest': 'DISABLED', 'unless': ['is_port_enabled']}, {'trigger': 'process', 'source': '*', 'dest': 'INITIALIZE', 'conditions': ['is_port_enabled', 'is_eap_restart']}, {'trigger': 'process', 'source': 'DISABLED', 'dest': 'NO_STATE', 'conditions': ['is_port_enabled']}, {'trigger': 'process', 'source': 'INITIALIZE', 'dest': 'SELECT_ACTION'}, {'trigger': 'process', 'source': 'SELECT_ACTION', 'dest': 'PROPOSED_METHOD', 'unless': ['is_decision_failure', 'is_decision_passthrough', 'is_decision_success']}, {'trigger': 'process', 'source': 'SELECT_ACTION', 'dest': 'FAILURE', 'conditions': ['is_decision_failure']}, {'trigger': 'process', 'source': 'SELECT_ACTION', 'dest': 'SUCCESS', 'conditions': ['is_decision_success']}, {'trigger': 'process', 'source': 'SELECT_ACTION', 'dest': 'INITIALIZE_PASSTHROUGH', 'conditions': ['is_decision_passthrough']}, {'trigger': 'process', 'source': 'PROPOSED_METHOD', 'dest': 'METHOD_REQUEST'}, {'trigger': 'process', 'source': 'METHOD_REQUEST', 'dest': 'SEND_REQUEST'}, {'trigger': 'process', 'source': 'SEND_REQUEST', 'dest': 'IDLE'}, {'trigger': 'process', 'source': 'IDLE', 'dest': 'RETRANSMIT', 'conditions': ['is_retrans_while_equal_0']}, {'trigger': 'process', 'source': 'IDLE', 'dest': 'RECEIVED', 'conditions': ['is_eap_resp']}, {'trigger': 'process', 'source': 'RETRANSMIT', 'dest': 'TIMEOUT_FAILURE', 'conditions': ['is_retrans_count_greater_max_retrans']}, {'trigger': 'process', 'source': 'RETRANSMIT', 'dest': 'IDLE', 'unless': ['is_retrans_count_greater_max_retrans']}, {'trigger': 'process', 'source': 'RECEIVED', 'dest': 'NAK', 'conditions': ['is_enter_nak']}, {'trigger': 'process', 'source': 'RECEIVED', 'dest': 'INTEGRITY_CHECK', 'conditions': ['is_enter_integrity_check']}, {'trigger': 'process', 'source': 'RECEIVED', 'dest': 'DISCARD', 'unless': ['is_enter_nak', 'is_enter_integrity_check']}, {'trigger': 'process', 'source': 'DISCARD', 'dest': 'IDLE'}, {'trigger': 'process', 'source': 'NAK', 'dest': 'SELECT_ACTION'}, {'trigger': 'process', 'source': 'INTEGRITY_CHECK', 'dest': 'DISCARD', 'conditions': ['is_ignore']}, {'trigger': 'process', 'source': 'INTEGRITY_CHECK', 'dest': 'METHOD_RESPONSE', 'unless': ['is_ignore']}, {'trigger': 'process', 'source': 'METHOD_RESPONSE', 'dest': 'SELECT_ACTION', 'conditions': ['is_method_state_equal_end']}, {'trigger': 'process', 'source': 'METHOD_RESPONSE', 'dest': 'METHOD_REQUEST', 'unless': ['is_method_state_equal_end']}, {'trigger': 'process', 'source': 'INITIALIZE_PASSTHROUGH', 'dest': 'AAA_IDLE', 'conditions': ['is_current_id_none']}, {'trigger': 'process', 'source': 'INITIALIZE_PASSTHROUGH', 'dest': 'AAA_REQUEST', 'unless': ['is_current_id_none']}, {'trigger': 'process', 'source': 'AAA_REQUEST', 'dest': 'AAA_IDLE'}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'TIMEOUT_FAILURE2', 'conditions': ['is_aaa_timeout']}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'FAILURE2', 'conditions': ['is_aaa_fail']}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'SUCCESS2', 'conditions': ['is_aaa_success']}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'AAA_RESPONSE', 'conditions': ['is_aaa_eap_req']}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'DISCARD2', 'conditions': ['is_aaa_eap_no_req']}, {'trigger': 'process', 'source': 'DISCARD2', 'dest': 'IDLE2'}, {'trigger': 'process', 'source': 'AAA_RESPONSE', 'dest': 'SEND_REQUEST2'}, {'trigger': 'process', 'source': 'SEND_REQUEST2', 'dest': 'IDLE2'}, {'trigger': 'process', 'source': 'IDLE2', 'dest': 'RETRANSMIT2', 'conditions': ['is_retrans_while_equal_0']}, {'trigger': 'process', 'source': 'IDLE2', 'dest': 'RECEIVED2', 'conditions': ['is_eap_resp']}, {'trigger': 'process', 'source': 'RETRANSMIT2', 'dest': 'TIMEOUT_FAILURE2', 'conditions': ['is_retrans_count_greater_max_retrans']}, {'trigger': 'process', 'source': 'RETRANSMIT2', 'dest': 'IDLE2', 'unless': ['is_retrans_count_greater_max_retrans']}, {'trigger': 'process', 'source': 'RECEIVED2', 'dest': 'AAA_REQUEST', 'conditions': ['is_rx_resp', 'is_resp_id_equal_current_id']}, {'trigger': 'process', 'source': 'RECEIVED2', 'dest': 'DISCARD2', 'conditions': ['is_enter_discard2']}, {'trigger': 'process', 'source': 'SUCCESS', 'dest': 'LOGOFF', 'conditions': ['is_logoff']}, {'trigger': 'process', 'source': 'SUCCESS2', 'dest': 'LOGOFF2', 'conditions': ['is_logoff']}]

	




	
aaa_eap_key_available = None

	




	
aaa_eap_key_data = None

	




	
aaa_eap_no_req = None

	




	
aaa_eap_req = None

	




	
aaa_eap_req_data = None

	




	
aaa_eap_resp = None

	




	
aaa_eap_resp_data = None

	




	
aaa_fail = None

	




	
aaa_identity = None

	




	
aaa_idle_state(*args, **kwargs)

	Method that gets called for logging






	
aaa_method_timeout = None

	




	
aaa_request_state(*args, **kwargs)

	Method that gets called for logging






	
aaa_response_state(*args, **kwargs)

	Method that gets called for logging






	
aaa_success = None

	




	
aaa_timeout = None

	




	
build_failure()

	Creates an EAP Failure Packet. Returns an EAP packet






	
build_success()

	Creates an EAP Success Packet. Returns an EAP packet






	
calculate_timeout(retrans_count, eap_srtt, eap_rttvar, method_timeout)

	https://tools.ietf.org/html/rfc3748#section-4.3
Args:


retrans_count:
eap_srtt:
eap_rttvar:
method_timeout:





	Returns:
	Milliseconds










	
current_id = None

	




	
current_method = None

	




	
decision = None

	




	
disabled_state(*args, **kwargs)

	Method that gets called for logging






	
discard2_state(*args, **kwargs)

	Method that gets called for logging






	
discard_state(*args, **kwargs)

	Method that gets called for logging






	
eap_fail = None

	




	
eap_key_available = None

	




	
eap_key_data = None

	




	
eap_logoff = None

	




	
eap_no_req = None

	




	
eap_output_messages = None

	




	
eap_req = None

	




	
eap_req_data = None

	




	
eap_resp = None

	




	
eap_resp_data = None

	




	
eap_restart = None

	




	
eap_rttvar = None

	




	
eap_srtt = None

	




	
eap_success = None

	




	
eap_timeout = None

	




	
event(event)

	Processes an event.
Output is via the eap/radius queue. and again will be of type ***Message.
Args:


event: should have message attribute which is of the ***Message types
(e.g. SuccessMessage, IdentityMessage,…)









	
failure2_state(*args, **kwargs)

	Method that gets called for logging






	
failure_state(*args, **kwargs)

	Method that gets called for logging






	
filter_id = None

	




	
get_id()

	Determines the identifier value chosen by the AAA server for the current EAP request.
The return value is an integer.






	
handle_logoff()

	Notify the logoff callback






	
handle_message_received()

	Main state machine loop






	
handle_success()

	Notify the success callback and sets a timer event to expire this session






	
idle2_state(*args, **kwargs)

	Method that gets called for logging






	
idle_state(*args, **kwargs)

	Method that gets called for logging






	
ignore = None

	




	
initialize_passthrough_state(*args, **kwargs)

	Method that gets called for logging






	
initialize_state(*args, **kwargs)

	Method that gets called for logging






	
integrity_check_state(*args, **kwargs)

	Method that gets called for logging






	
is_aaa_eap_no_req()

	




	
is_aaa_eap_req()

	




	
is_aaa_fail()

	




	
is_aaa_success()

	




	
is_aaa_timeout()

	




	
is_current_id_none()

	




	
is_decision_failure()

	




	
is_decision_passthrough()

	




	
is_decision_success()

	




	
is_eap_resp()

	




	
is_eap_restart()

	




	
is_enter_discard2()

	




	
is_enter_integrity_check()

	




	
is_enter_nak()

	




	
is_ignore()

	




	
is_in_progress()

	Returns true if the state machine is currently in progress






	
is_logoff()

	




	
is_method_state_equal_end()

	




	
is_port_enabled()

	




	
is_resp_id_equal_current_id()

	




	
is_retrans_count_greater_max_retrans()

	




	
is_retrans_while_equal_0()

	




	
is_rx_resp()

	




	
is_success()

	Returns true if the state machine currently in a successful completion state and enabled






	
last_req_data = None

	




	
logoff = None

	




	
logoff2_state(*args, **kwargs)

	Method that gets called for logging






	
logoff_state(*args, **kwargs)

	Method that gets called for logging






	
lower_layer_reset()

	Sets variables that are meant to be set by the lower layer
RFC4137 5.1.2 (standalone authenticator to Lower Layer)






	
machine = None

	




	
message_event_received(event)

	Sets variables for the Eap message being received.
Args:


event (EventMessageReceived): event being processed.









	
method_request_state(*args, **kwargs)

	Method that gets called for logging






	
method_response_state(*args, **kwargs)

	Method that gets called for logging






	
method_state = None

	




	
method_timeout = None

	




	
nak_state(*args, **kwargs)

	Method that gets called for logging






	
next_id()

	Determines the next identifier value to use, based on the previous one.
Returns:


integer









	
override_current_id = None

	




	
parse_eap_resp()

	
	Returns:
	int, int, EAP Type (str)










	
port_enabled = None

	




	
port_id_mac = None

	




	
port_status_event_received(event)

	Sets variables for the port status change (link up/down) being received.
Args:


event (EventPortStatusChange):









	
process_radius_message(event)

	Process radius message (set and extract radius specific variables)






	
propose_method_state(*args, **kwargs)

	Method that gets called for logging






	
radius_state_attribute = None

	




	
radius_tunnel_private_group_id = None

	




	
received2_state(*args, **kwargs)

	Method that gets called for logging






	
received_state(*args, **kwargs)

	Method that gets called for logging






	
reset_state(*args, **kwargs)

	Method that gets called for logging






	
resp_id = None

	




	
resp_method = None

	




	
retrans_count = None

	




	
retrans_while = None

	




	
retransmit2_state(*args, **kwargs)

	Method that gets called for logging






	
retransmit_state(*args, **kwargs)

	Method that gets called for logging






	
rx_resp = None

	




	
select_action_state(*args, **kwargs)

	Method that gets called for logging






	
send_request2_state(*args, **kwargs)

	Method that gets called for logging






	
send_request_state(*args, **kwargs)

	Method that gets called for logging






	
sent_count = 0

	




	
session_timeout = 3600

	




	
session_timeout_event_received()

	process session timeout event






	
session_timeout_job = None

	




	
set_timer(timeout)

	Sets a timer to trigger a retransmit if no packet received.






	
set_vars_from_radius(attributes)

	Set the statemachine variables from attributes received in the radius message.
If variable does not exist in the radius message, it is reset to the default
Args:


attributes (dict):  attributes to be set.









	
src_mac = None

	




	
state = None

	




	
strip_eap_from_radius_packet(radius)

	Build a EventRadiusMessageReceived from a radius message






	
success2_state(*args, **kwargs)

	Method that gets called for logging






	
success_state(*args, **kwargs)

	Method that gets called for logging






	
timeout_failure2_state(*args, **kwargs)

	Method that gets called for logging






	
timeout_failure_state(*args, **kwargs)

	Method that gets called for logging






	
timer_expired_event_received(event)

	Check if the event has been replied to. and set variables.
Args:


event (EventTimerExpired): event to process





	Returns:
	True if this event is being ignored and no further processing is required.
Otherwise False.














	
class chewie.state_machines.eap_state_machine.MPassthrough

	Bases: object

M = Method, so if we wanted to do MD5 locally (not passthrough), we’d
Have class MMD5 with it’s own implementation of the methods below


	
build_req(current_id)

	




	
check(eap_resp_data)

	
	Args:
	eap_resp_data (Message):



	Returns:
	True if packet should be ignored. otherwise False if packet is good.










	
done = False

	




	
get_key()

	




	
get_timeout()

	




	
init(src_mac)

	




	
is_done()

	




	
process(eap_resp_data)

	




	
reset()

	




	
src_mac = None

	








	
class chewie.state_machines.eap_state_machine.MethodState

	Bases: object


	
CONTINUE = 'CONTINUE'

	




	
END = 'END'

	




	
EXPANDED_NAK = 'EXPANDED_NAK'

	




	
IDENTITY = 'IDENTITY'

	




	
NAK = 'NAK'

	




	
NOTIFICATION = 'NOTIFICATION'

	




	
PROPOSED = 'PROPOSED'

	








	
class chewie.state_machines.eap_state_machine.Policy

	Bases: object

Fleshed out enough to support passthrough mode.


	
static get_decision(eap_resp_data)

	




	
static get_next_method(eap_resp_data)

	




	
static update()

	










            

          

      

      

    

  

    
      
          
            
  
chewie.state_machines.mab_state_machine module

This Module provides a Bare-bones Mac Authentication Bypass State Machine provide 802.1x
MAB Support in Chewie


	
class chewie.state_machines.mab_state_machine.MacAuthenticationBypassStateMachine(radius_output_queue, src_mac, timer_scheduler, auth_handler, failure_handler, log_prefix)

	Bases: AbstractStateMachine

This Class provides a Bare-bones Mac Authentication Bypass State Machine provide 802.1x
MAB Support in Chewie


	
AAA_FAILURE = 'AAA_FAILURE'

	




	
AAA_IDLE = 'AAA_IDLE'

	




	
AAA_RECEIVED = 'AAA_RECEIVED'

	




	
AAA_REQUEST = 'AAA_REQUEST'

	




	
AAA_SUCCESS = 'AAA_SUCCESS'

	




	
COMPLETION_STATES = [<State('AAA_FAILURE')@139986508781840>, <State('AAA_SUCCESS')@139986508781744>]

	




	
CORE_TRANSITIONS = [{'trigger': 'process', 'source': 'DISABLED', 'dest': 'ETH_RECEIVED', 'conditions': ['_is_eth_received']}, {'trigger': 'process', 'source': 'ETH_RECEIVED', 'dest': 'AAA_REQUEST'}, {'trigger': 'process', 'source': 'AAA_REQUEST', 'dest': 'AAA_IDLE'}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'AAA_RECEIVED', 'conditions': ['_is_aaa_received']}, {'trigger': 'process', 'source': 'AAA_RECEIVED', 'dest': 'AAA_FAILURE', 'conditions': ['_is_aaa_fail']}, {'trigger': 'process', 'source': 'AAA_RECEIVED', 'dest': 'AAA_SUCCESS', 'conditions': ['_is_aaa_success']}, {'trigger': 'process', 'source': 'AAA_FAILURE', 'dest': 'ETH_RECEIVED', 'conditions': ['_is_eth_received']}]

	




	
DEFAULT_SESSION_TIMEOUT = 3600

	




	
DISABLED = 'DISABLED'

	




	
ERROR_TRANSTIONS = [{'trigger': 'process', 'source': '*', 'dest': 'DISABLED', 'unless': ['_is_port_enabled']}, {'trigger': 'process', 'source': '*', 'dest': 'DISABLED', 'conditions': ['_is_mab_restart']}]

	




	
ETH_RECEIVED = 'ETH_RECEIVED'

	




	
FAILURE_STATES = [<State('AAA_FAILURE')@139986508781840>]

	




	
INITIAL_STATE = 'DISABLED'

	




	
PROGRESS_STATES = [<State('DISABLED')@139986508781216>, <State('ETH_RECEIVED')@139986508781312>, <State('AAA_REQUEST')@139986508781408>, <State('AAA_IDLE')@139986508781504>, <State('AAA_RECEIVED')@139986508781600>]

	




	
STATES = [<State('AAA_FAILURE')@139986508781840>, <State('AAA_SUCCESS')@139986508781744>, <State('DISABLED')@139986508781216>, <State('ETH_RECEIVED')@139986508781312>, <State('AAA_REQUEST')@139986508781408>, <State('AAA_IDLE')@139986508781504>, <State('AAA_RECEIVED')@139986508781600>]

	




	
SUCCESS_STATES = [<State('AAA_SUCCESS')@139986508781744>]

	




	
TRANSITIONS = [{'trigger': 'process', 'source': 'DISABLED', 'dest': 'ETH_RECEIVED', 'conditions': ['_is_eth_received']}, {'trigger': 'process', 'source': 'ETH_RECEIVED', 'dest': 'AAA_REQUEST'}, {'trigger': 'process', 'source': 'AAA_REQUEST', 'dest': 'AAA_IDLE'}, {'trigger': 'process', 'source': 'AAA_IDLE', 'dest': 'AAA_RECEIVED', 'conditions': ['_is_aaa_received']}, {'trigger': 'process', 'source': 'AAA_RECEIVED', 'dest': 'AAA_FAILURE', 'conditions': ['_is_aaa_fail']}, {'trigger': 'process', 'source': 'AAA_RECEIVED', 'dest': 'AAA_SUCCESS', 'conditions': ['_is_aaa_success']}, {'trigger': 'process', 'source': 'AAA_FAILURE', 'dest': 'ETH_RECEIVED', 'conditions': ['_is_eth_received']}, {'trigger': 'process', 'source': '*', 'dest': 'DISABLED', 'unless': ['_is_port_enabled']}, {'trigger': 'process', 'source': '*', 'dest': 'DISABLED', 'conditions': ['_is_mab_restart']}]

	




	
aaa_fail = False

	




	
aaa_failure_state(*args, **kwargs)

	Method that gets called for logging






	
aaa_idle_state(*args, **kwargs)

	Method that gets called for logging






	
aaa_received = False

	




	
aaa_received_state(*args, **kwargs)

	Method that gets called for logging






	
aaa_request_data = None

	




	
aaa_request_state(*args, **kwargs)

	Method that gets called for logging






	
aaa_response_attributes = None

	




	
aaa_response_data = None

	




	
aaa_success = False

	




	
aaa_success_state(*args, **kwargs)

	Method that gets called for logging






	
eth_message_data = None

	




	
eth_received = True

	




	
eth_received_state(*args, **kwargs)

	Method that gets called for logging






	
event(event)

	Processes an event for the state machine






	
event_message_received(event)

	Handle a message received event






	
handle_event_received()

	Main state machine loop






	
handle_failure()

	Handle a AAA_Failure event






	
handle_success()

	Handle a AAA_Success event






	
mab_disabled_state(*args, **kwargs)

	Method that gets called for logging






	
mab_restart = False

	




	
port_enabled = False

	




	
port_id_mac = None

	




	
process_ethernet_frame()

	Perform checks on ethernet frames






	
process_radius_message()

	Perform checks on Radius Packets before they’re passed to the State Machine






	
radius_state_attribute = None

	




	
reset_variables()

	Reset all used state-machine variables






	
send_aaa_request()

	Perform sending a AAA Request






	
session_timeout = 3600

	




	
state = None

	










            

          

      

      

    

  

    
      
          
            
  
chewie.state_machines package


Submodules



	chewie.state_machines.abstract_state_machine module
	AbstractStateMachine
	AbstractStateMachine.COMPLETION_STATES

	AbstractStateMachine.CORE_TRANSITIONS

	AbstractStateMachine.ERROR_TRANSTIONS

	AbstractStateMachine.FAILURE_STATES

	AbstractStateMachine.INITIAL_STATE

	AbstractStateMachine.PROGRESS_STATES

	AbstractStateMachine.STATES

	AbstractStateMachine.SUCCESS_STATES

	AbstractStateMachine.TRANSITIONS

	AbstractStateMachine.build_state_graph()

	AbstractStateMachine.is_in_progress()

	AbstractStateMachine.is_success()

	AbstractStateMachine.port_enabled

	AbstractStateMachine.state









	chewie.state_machines.eap_state_machine module
	Decision
	Decision.CONTINUE

	Decision.FAILURE

	Decision.PASSTHROUGH

	Decision.SUCCESS





	FullEAPStateMachine
	FullEAPStateMachine.AAA_IDLE

	FullEAPStateMachine.AAA_REQUEST

	FullEAPStateMachine.AAA_RESPONSE

	FullEAPStateMachine.COMPLETION_STATES

	FullEAPStateMachine.CORE_TRANSITIONS

	FullEAPStateMachine.DEFAULT_SESSION_TIMEOUT

	FullEAPStateMachine.DEFAULT_TIMEOUT

	FullEAPStateMachine.DISABLED

	FullEAPStateMachine.DISCARD

	FullEAPStateMachine.DISCARD2

	FullEAPStateMachine.ERROR_TRANSITIONS

	FullEAPStateMachine.FAILURE

	FullEAPStateMachine.FAILURE2

	FullEAPStateMachine.FAILURE_STATES

	FullEAPStateMachine.IDLE

	FullEAPStateMachine.IDLE2

	FullEAPStateMachine.INITIALIZE

	FullEAPStateMachine.INITIALIZE_PASSTRHOUGH

	FullEAPStateMachine.INITIAL_STATE

	FullEAPStateMachine.INTEGRITY_CHECK

	FullEAPStateMachine.LOGOFF

	FullEAPStateMachine.LOGOFF2

	FullEAPStateMachine.MAX_RETRANS

	FullEAPStateMachine.METHOD_REQUEST

	FullEAPStateMachine.METHOD_RESPONSE

	FullEAPStateMachine.NAK

	FullEAPStateMachine.NO_STATE

	FullEAPStateMachine.PROGRESS_STATES

	FullEAPStateMachine.PROPOSE_METHOD

	FullEAPStateMachine.RADIUS_RETRANSMIT_TIMEOUT

	FullEAPStateMachine.RECEIVED

	FullEAPStateMachine.RECEIVED2

	FullEAPStateMachine.RETRANSMIT

	FullEAPStateMachine.RETRANSMIT2

	FullEAPStateMachine.SELECT_ACTION

	FullEAPStateMachine.SEND_REQUEST

	FullEAPStateMachine.SEND_REQUEST2

	FullEAPStateMachine.STATES

	FullEAPStateMachine.SUCCESS

	FullEAPStateMachine.SUCCESS2

	FullEAPStateMachine.SUCCESS_STATES

	FullEAPStateMachine.TIMEOUT_FAILURE

	FullEAPStateMachine.TIMEOUT_FAILURE2

	FullEAPStateMachine.TRANSITIONS

	FullEAPStateMachine.aaa_eap_key_available

	FullEAPStateMachine.aaa_eap_key_data

	FullEAPStateMachine.aaa_eap_no_req

	FullEAPStateMachine.aaa_eap_req

	FullEAPStateMachine.aaa_eap_req_data

	FullEAPStateMachine.aaa_eap_resp

	FullEAPStateMachine.aaa_eap_resp_data

	FullEAPStateMachine.aaa_fail

	FullEAPStateMachine.aaa_identity

	FullEAPStateMachine.aaa_idle_state()

	FullEAPStateMachine.aaa_method_timeout

	FullEAPStateMachine.aaa_request_state()

	FullEAPStateMachine.aaa_response_state()

	FullEAPStateMachine.aaa_success

	FullEAPStateMachine.aaa_timeout

	FullEAPStateMachine.build_failure()

	FullEAPStateMachine.build_success()

	FullEAPStateMachine.calculate_timeout()

	FullEAPStateMachine.current_id

	FullEAPStateMachine.current_method

	FullEAPStateMachine.decision

	FullEAPStateMachine.disabled_state()

	FullEAPStateMachine.discard2_state()

	FullEAPStateMachine.discard_state()

	FullEAPStateMachine.eap_fail

	FullEAPStateMachine.eap_key_available

	FullEAPStateMachine.eap_key_data

	FullEAPStateMachine.eap_logoff

	FullEAPStateMachine.eap_no_req

	FullEAPStateMachine.eap_output_messages
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chewie.timer_scheduler module

Homebrew Event scheduler, as sched.scheduler was not working outside of unittests


	
class chewie.timer_scheduler.TimerJob(expiry_time, func, args)

	Bases: object

Represents a job for TimerScheduler, same api as asyncio.TimerHandle


	
args = None

	




	
cancel()

	Cancel the callback.






	
cancelled()

	
	Returns:
	True if callback was cancelled










	
expiry_time = 0

	




	
func = None

	




	
is_cancelled = False

	




	
when()

	
	Returns:
	scheduled callback time as float seconds














	
class chewie.timer_scheduler.TimerScheduler(logger, sleep=None)

	Bases: object

wraps a heapbased queue with a similar api to asyncio.loop


	
call_later(timeout, func, *args)

	Scheduler callback.


	Args:
	timeout: number of seconds to delay executing func
func: function to execute
*args: arguments for func



	Returns:
	tuple (expiry_time, dict) - can be used for cancelling the job










	
run()

	Main loop. should run forever












            

          

      

      

    

  

    
      
          
            
  
chewie.utils module

Utility Functions


	
class chewie.utils.EapQueueMessage(message, src_mac, port_mac)

	Bases: EapQueueMessage






	
exception chewie.utils.MessageParseError

	Bases: Exception

Error for when parsing cannot be successfully completed.






	
class chewie.utils.RadiusQueueMessage(message, src_mac, identity, state, port_mac)

	Bases: RadiusQueueMessage






	
chewie.utils.get_logger(logname)

	Create and return a logger object.






	
chewie.utils.get_random_id()

	pick a random 8 bit EAPOL ID - which cannot be 0.






	
chewie.utils.log_method(method)

	Generate method for logging
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Subpackages
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